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l. lntroduction

DevelopmentPlan 6806301 "Cybersecurity" (Cyber Security) was developed on the basis of

strategic priorities of ,,Astana IT University" LLp as weil as taking into account the state program of

education development in the Republic of Kazakhstan. The educational program development plan

was drawn up after joint discussiops with participatiop of f-aculty of EP and also with ipvolvement of

partner comPanies.

The ptan of strategic developmerrt of trP is a clocutneltt, which deflnes the main goals and

objectives aimed at improving the quality of trairring of competitive and competent specialists'

meeting the needs of the labor market'

The strategic development plan of EP 6806301 "Cybersecurity" (Cyber Security) includes the

fbllowing taslcs: improvement of educational process and strengthening of international relations of

Ep; i,crease of fundamental and appliecl research within trP; developnlent of scielrtific and technical

sr.rpport o{. Ep; fbrrnation of active citizerrship, social responsibility, se nse oi'patriotisln arnong youth,

as well as high moral and leadership qLralities'

2. Mission and vision of EP (in accorclance with the mission of the university and

faculty)

Ep mission: training of competitive personnel with all required competences in the field of

software development, as well as with a stable system of moral attd personal valLtes demanded in the

domestic and foreign labor markets.

Ep vision: to take leading positions in ratings at national and international levels, as well as

op functioning with application of national and international tendencies in the field of inforrnation

technologies (lT) in general, and in the field of software developmelit in particular, based on close

relatiolship with research, academic and educational structural units of the University'

3. Analysis of the current situation and clevelopment trend of EP

Educational activities underthe program are carried oLrt in accordance with the training license

EP 680630 l "Cybersecurity" (Cyber SecLrrity).

The training process is carried out by a highly qualified f'aculty of 36 staff members, among them;

2 doctors of sciences, 8 candidates of sciences, 8 PhD, l8 masters.

Introductiol of the new generation standards into the educational process implies annual

updating of the catalogue of elective courses, which is based on theoretical and practical results of

research of faculty rnembers and corresponds to the indicators of Lrpdating the educational program'

Updating of EeD according to ernployers'requests corresponds to the real requirements of the labor

market.

International cooperation of EPs is carried out on tlie basis of numerous memorandums with

fbreign universities, scientific centers arrcl other scielrtific orgartizations of the European Union and

CIS countries.

There are no foreign students studying in EP at the moment. T'he nurnber o1'fbreign teachers

involved in the educational process at the mornent is 2. It is planned to systematically increase the



number of foreign students and teachers in accordance with the developed strategy of the University

for 2020-2024.

The number of scientific publications of 'f S and university staff in English in publications of near

a,d f'ar abroad is rnore than 15. The qLrantity of bool<s. textbool<s pLrblished utrder the aegis of MES

Rl(, manuals and monographs with ISBN nral<es 4.'l'he nratcrial ancltechnical base of EP is presented

by set of computer classes, laboratories of teading vendors irt tlle field of infbrrnation technologies'

such as Cisco, Huawei, Kaspersky, Apple and others'

One of the priority tasks of EP is to implernent a set of measures to educate students with high

civil and moral principles, a sense of patriotism and social responsibility, as well as to develop in

students the leadership skills required to fbrm the fLrture elite of the Republic o1'Kazakhstan'

swoT analysis - cornpetitive position of EP "Cybersecurity" (cyber security) taking into

account strengths and weaknesses, as welI as analysis ol opportr.rnities and poterrtial threats'

SWOT -aHaJII,I3

S (strengths) - strengths

- continuous improvement of the EP

development plan based on analysis of the actual

positioning of EPs and their focus on the needs

of stal<eholders and learners;

- individuality and uniqueness of the EP

developrnent plan, their alignment with national

clevelopment priorities, in particular with the

Digital Kazakhstan program and the university

development strategY;

- cooperation with other un iversities

implernenting sirnilar educational prograrns for

experience exchange.

- maximal orientatiotl of EP contcnt to

requirentents of competency model of a

specialist on modular principle of l<nowledge

and competence formation ;

- futl information and technological equipment

of the department and classrooms;

- accessibility ofthe content and transparency of

TS for students;

- compliance of variability of elective

disciplines witli the requirements o1'the

W (weaknesses) - cla6ste cropoHbl

. il relatively low level of internal

acadetnic mobilitY of the TS

departtnent,

. insLrfficiently high indicators of
participation of gifted students in

various cornpetitiolls of national and

international level;

o low level of academic maturity of the
'l'S faculty, including not the highest

publication rates.



educational labor market when forming

ind iv id ual educational traj ectory of students'

- the possibility of comprehensive development

of creative and scientific potential of students

through participation in various student

organizations and clubs, the use of resources of

research laboratories of the university.

- well-equipped rooms for students and offices

for teachers create all conditions for fruitful

study and academic work.

O (opportunities) - opportunities

- involvement of representatives of stal<eholder

groups, including trainees, TS and employers in

the fbrmulation of the EP development plan;

- defining mechanisms for fonning and regularly

reviewing the EP development plan and

monitoring its irnplementation;

- ensuring representation of representatives of

stakeholder groups;

- clemonstrating the procedure of approval,

periodic review and monitoring of educational

progranls.

- possibility to harmonize the content of EP witlr

the programs of leading foreign universities

through high acaderric rnobility of 'fS and EP

students;

- improving the content of EP and bringing it in

tine with new scientific directions based on

accessibility and transparencY;

- achievement of high results in training within

the I}amework of EP as a result of full

information technology equipment of l'S arrd the

audietrce.

- ability to publish the results of scientific

research in domestic and international

pLrblications;

- possibility to participate in conf'erellces,

research internships and training seminars held

at the university and outside the university;

T (threats) - threats

low level of interest of state structures on

fbrmation and placelnent of the state

educational order;

decrease in the number of state orders for

EP graduates;

growing cornpetition on the educational

market influences the leakage of
qLralified 'f S;

in conrrection with changes in the system

o1'science, there is a threat of reducing

the number of doctors of science, so

there is a question of increasing the

number of grants fbr PhD studies'



- i*otu.,"ent of students in dolnestic and

international research projects, inclLrding

4. Strategic directions for development under the EP

This sectio, includes not only strategic goals, br,rt also goals, objectives, target indicators,

activities and performance ipdicators in the l'rarnework of the Cybersecurity eclircational program'

The strategic goals include:

-'l'raining of highly qualifred personnel with an emphasis on innovative approaches in education;

- Continuous improvement and updatirrg of the quality control system for training specialists;

- Increase in the share of graduates of EP Cybersecr.rrity (cyber Security) who are engaged irr labor

activity in the obtained specialty;

- Varying forms of work for attractirrg, I<eeping and increasing the number of students in EP

" Cybersecurity" (Cyber Security);

- lncrease i1 the share of quatified scientific and pedagogical staff, which allows to ensure a

sufficiently high level of general theoretical ancl professional training of specialists and

implementation of scientific work;

- Increased number of TS scientific publications, including in.iounials with a high irnpact factor;

- Improvement of the pedagogical process through the active use of innovative technologies;

- creation of a mechanism to work on the irnage of the university, including analysis and formation

of marketing strategy for the implementation of EP;

- Development of fundamental ancl applied scientific research within the EP;

- Strengthening international ties of EP with foreign partner universities, expansion of institutional

ties of ttre Department aimed at cooperation with a number of leading domestic and foreign

universities and educational centers.

Strategic Direction 1. EP "Cybersccurity"
Improvement of educational and methodical work

Objective: 'fo improve the educational process and strengtllen international ties EP

Target l: Training o1'highly qualified protbssiorrals throlrgh strategic cooperation
.l'he 

irnplernentation of this tasl< will be achievecl b),aclapting curricula to the needs of the real

economy sector, optirnizing the eurployment probletrts of its gradrrates; creating conditions to help

studerrts choose an individually .iLrstified tra.iectory of stLrdy; motivating senior students with a

propensity for research activities to further pursue a Master's degree; creating conditions conducive

to the strengthening of intercultural and inter-social ties characteristic of the cultural space of the era

of globalization.

Introduction of the Bologna Process paralxetcr: acadcmic rrobility'

The irnplementation of tliis tasl< wilt be achieved through the development of academic mobility of

theTS arrd students atEP; attraction of fbreign studentsat IlP, implemented in Irrrglish'

Task 2: Introduction of infornation technologies in the edr"rcational process



The use of an electronic learning management systern that irrcludes elements of e-portfolio

(electronic student portfolio, including all its achievements) and e-[earning (e-learning system)'

Use and application in work of electronic sources of l<nowledge, including libraries Web of

science, ScienceDirect, Scopus and others.

The task will be achieved through the irrtrodLrction of Itew learnitlg tecltnologies and the

expansion of the practical use olcomputer technology in training soltware developers'

Task 3: Increase in the number of stttdents
.fhis 

task will be achieved through tlie improvernent ol eff.ective fbrnrs and active methods of

education (business garnes, round tables, discussions and colloquia, otganization of work in small

groups and in the form of testing the professional qualities of studetlts) and active work to attract new

students to the urriversitY'

Objective 4: Attracting more competent applicants'

The implementation of this task witt be achieved through the ttse of a problem-orierited

interdisciplinary approach to the study of educatiorral disciplines. It is also planned to Llse a modular

approach to training to ensure optirnal completion of students' knowledge and skills.

Strategic Direction 2, EP "Cybersecurity" (cyber security)

Research work

Objective: To increase basic and applied research in the EP'

objective 1: To increase the number of scientiflc publications of TS, including in.iournals with a high

impact f-actor.
'fhis task will be carried out by encouraging the Lrniversity's TS to

with externat funding and lurtlier publication in international.ioLrrnals'

Objective 2: Publication of the results of the research work of the

journals with a non-zero impact factor'

The given task will be executed through increase in fLrndarrental and applied researches,

including within the limits of grant financing of MES RK; maintenance of conditions for productive

scientific activity of TS with the purpose of increase in pLrblioations, includirig in scientific journals

with the non-zero impact factor, actuary involvement of irndergraduates and doctoral candidates in

process of realization of the given task.

engage in scientific research

TS and students iri scientific

Objective:
development.

Objective 1:

ofEP.
This task will be accomplished by creating conditions for entering educational cyberspace and

equipping students with access to global educational networl<s. Connection to the Internet, Intranet-

servers, local networks, terminals from which there is access to the Internet, multimedia projectors,

computers frorn which there is access to electronic library systems will also be provided'

Strategic Direction 3. frCybersecurity" (Cyber Security)

Research base and infrastructure development for EP

Scientific and technical support of EP "Cybersecurity" (Cyber Security)

Improvement of the system of material and technical base of scientific activities



Within the limits of performance of a tasl< it is planned to replenish systematically a fund of

the basic educational and additional literature on a speciality, and also ref'eretrce, scientific literature

and the periodicals recommended for studying of'disciplines under the curriculum'

Irnplementation of this task will be achieved throLrgh orgarrization of systematic research work

of laboratories, i.e. creation of research laboratories and centers required for EP "Cybersecurity"

(Cyber Security).
Strategic Direction 4. "Cybersecurity'

Educational work ancl youth policy

purpose: Formation of active citizenship, socialresporrsibility, sense of patriotisrr, high moral

and leadership qualities in youth.

Objective l: Irnplementatiorr of a number o1't'neasut'es oll patriotic education and forrnation

of civic activity and social responsibility. Increasing the potentia[ of the youth.

This task will be irnplernented through the fbrmation of patriotic educatiotl among students

and the development of student personality activity, implemented in cooperation with the

university community, the social environntent; in providing support and assistance to the

student in self-fulfillment and creativity, readiness to defend their independence and

responsibility, ip the forrnation of their ability to incleperrdently solve problerns. A number of

events will be organized to develop the stLrdent's general educational competencies for his or

Iier further successful career, such as:

- leadershiP slcills;

- ability to interact and communicate;

- planning skills;

- decision-making abilitY;

- problerr-r solving;

- conflict resolution;

- ability to think criticallY;

- ability to set goals;

- delegation of authoritY;

- financial management;

- col laborative engagement;

- ability to engage in social activities with healthy scientific ambitions.

Task 2: Developmerrt of the youth self-governlllt: Ilt systenl

Through the participation of students in intellectual-clevelopmerrt activities that provide personal self-

assertion of the student, personal self-actualization and personal growth, the activity of the student,

his willingness to solve problems through equal partnerships, involving students in social activities to

develop leadership skills, through participation in student organizations and social activities'



q)

z

clI

q)

cq

(J

q)

0)

0)

(J
6)

I
b!q)

0

lrdlr-
lo lt0 )l,ll I

l.= |

ld IItr Ilo I

tE IItr |tb I

lE I

lo I

EIol5lBItrl
6)l
trl
atEIEIdl
olol6)l()l
OI

3lGIot
a0 Iola0 Idlftrlq)lrl
(Dl

6)l>tolLIal
EI':l

L/l'..tnl
ot>t
ol(l)I
.o' Iol

0)
a0

C)

-F\N E E:
H v hnlll
aqo

^+LL

d)trE0) lu ri

^!JNS E$
=b0a)X.;:Yt<-)<cA3# r5i

-F\N E E:
atro

^+L!

hrtsllo lu .i
 LL!t

JN8 F$:ioo()^'i

A"EP E5€

-FN Etr
z,^

^<!()tr
r-r Li

L

.iN8
= oo0):YL-a8t I

I
F
cl
F
j

(v)
o

o

2()
cl

(^rl
N
.I

o\

oo
r-

(rI

6l (a) tr-
tr)

N
N .+

'.o

\o

o\

N ca

o\
lr) F-

aL

6g
(.)

q)
a0tr
cl
F

o3a P0)OJ.) 'i .r()t:
Hi!ur,=Hts)PFa=5

tso qv)
tu :.'d 5u

HdaD
dF!-
P()
-^Cv)v)!
dGA

L P !otr(a'=q)N
(hF

dc()(se gs
: boo

(E
*UU

o0)!: 4!U
.= bo .^
(dqE
q O'.=

L5, E8.1)!

: eov*!r
!H

Ol)dtsc'=tr ()
vr-.= U) r)

cd6J6!c)
L-!+LEOcd()

t€..,Y,= E o
b ='r=.i'HL=(da48"8.d Ee

li-rE(-)E
.(!5(!EEFrOr.E<d

la 6
lq o)lC)'-lo o0l^a
l5- o

lE o
lA d-)

c0E
O(J

E(sotr
()t-
-c .o
'Ir
(.) u
o0=

O(t

iiq
!lH

0-)

^o-+.C(s ';tr(H
,A o)

.=(dv)

.PAJ
l*

uoo
()ti

6bo.
!gd3qi
-!Vv!.- ,P
Yhn(g
P--C)

ba

a.l oL6)+ o-Ev)-!
-(u H
Fr.I

l()Icnl(s.a\
l()al
IL o'I )oo

H7)
L(

xn (D

=.o-o r')
,v
C)=tr>,P

L
6'EOL()(.) a
Xc)

!.*V
cdO=

=.o-adrr
O .-O

L
*F.i

=3b0o -.=
Eo.lc
6 P i:

Ioc
t--.()-a2b0(B:Yq

H *

ca!ua
PC)ic)--906#H bo=
-IC/]

L
c)
q)cra

#b
6)V
E- N+LrI
9€YO6'EcI ,=
o)e)Fiq2a frR s

l--
Glc)li!i vHt-v€
O >5rH c)'5U I[= X'
Ot-lO
PU-OP E

5cl
AA tt

=c)vrl !A.-
;.i a

I9
6!

o
Lro*.
6l
O.E
-v.-
a3
q)
b0L
6l
l.a

u)
6lo
b0
a
A

.l
Joq)
L

.l

-vv



B

o
do
ahq)

&
(\I

o
o
c)

()
ooo
cq
L
a

f-l
0)

C'
L
c)
IA
0)!r
()

cn

cq

I
o)
c!

o
U)

q)

q)

F
0)

oq)

o)o
FE

o

6)

d)

O

cqo(r)
0)il

a.)

(.)
o)

I
b0
c)

a

n{
H
ano

o
.6

o

o
o)
0)

c)

6)

6)

o

o
a
v)

I

oq)

o

o
oo
0)

a
F
o

Iq)

I
ca

tl
+.l0)(! .-

.= co
E 9I)

otr(-) <

s E $;Aco
dE&ea3E EE
tugL

A "ryf; s 5 E

tt

* 'r= \r': q HdZcO ;LL

i;tu98vd.-

"Eh €F,dluvL
=hOd-)^'=wL-xL83fl 58t

./
i: 'E Ha: U hco2co

-LLX;o-gArd.-

^F--=.F5 ELb
;'63()iLE go9 a'Ea3g 88t

-iEN EE
=.OOO2',=o

-" , A
>d-oc.>E
NO;'(co

= o0()
^o6o.rCt)a? o

.o
o\

tr-

.o
o\
(a)

ca \o

s c.)
ol

-o
o\
v-)
C\

.o
o\r-

N $

oooP o0-c
dlv-
e<-

obO(,PP(hH->.s 6a'6
e,E5Cae
0)=u)tr oo!=
sfi ;UPr!
d94
-tuF)

6Liooo
H ! 4

luP
,^'= ts ?EEE2E
ScdE*E

LLEto * ts A
:4: b0* o'vdL

= ts .i Ad)" A.
6eE6',h-8.+FEE
E= 50g ISg q &E* g
0)0ct:i
E -.3.s ItrPExc)
b0'5 - E E--.= h.= or
HI,eEH!c.c.=il='- o o-<EEJE
tt ; f L v$:zc).o
;.Q.=# I($\J(gwcd
F ' E7-c

bo

oo

-O6

=o
(s

,;!
ox,=o(cEOtr
)oO-a

L

P(d

()-C

o'a
qa
l-i (-
+i GiOo
ox

CQ- o
oo_atr a I
ti(!P0()-

5
AqJ

--=a6UE
bOQ O
Lg-

I

cdAA
rFo.=

6q2 N-ol
-C6o
a:A$

!a

tr

(!(J'-
o.cdc
9Pa
92Xo

o ^il/)E-.o

-N
AL,

(.)trh
P!!a)
_.c .S E do
6)-(g--=L-

+l(cd)o))--U
+U

..J O .= *
6) ,.' o re

.=E 8 K
i\ Y L6c5o'4.9 tr 6
\Jar+r

eo
,9 L=€ad';d
_ts 9,

d(!
:Y-

--YO.E E6
I.9 EvE F&-.=-6FH

P A

H ZuYL
Ets!N
L
L i )

U
;^ cd

\a
VH

E C r)
0)Lv€UL?trb
6^A ac9 Z Oi o'E-c(g

q L N]x* 8'=
9HLd
Xc- oobb
H a-a o

o()-d

'1.F EoH' .='a 6P.-s
da9

o.l,, r'iJ
.Zq:-B S
P./j.iEEEE'*.9 4 bbx oA !\Jar(J



a

c!

bo

li

>,

cl

c!
O

ri
!f,

(.)
q)

C)

b!q)

cn

a

o
a
0)

OD

o

OD

d
o

o

o
q)

cl

cn

o0

a

6la

o

a
0)
li

e)

a

o
o
N

o
0)

I

o
o

o

9o

/
ca

ti

H0)
.= (s
E 9JJ

(-) <

.i EiN H E.,l<i <r b6Erz 'Eg .:
6E*€EarFd=

^'s 0 € bb

E &'f, s s 5
sr)\o

\o
tr)
ra)

6\tr)
$

.g>.E
I € :a
a.iU d
L^6)

5+EC)
Utro.-ooa=qi1

6oY
i(EP
2octu
96 'otro
q-c7
o(dY -/
i>rX.= a
d--

=P0)) (J .) +
*!cqoa,,

*'5 H.B'o '5 oo'Fe-JUbE d.:
AE(€-La

P=^,dU9HP
Oi-votr d.g o h6H:-:Ylri=.i U!

=4i = a 
=E_ E g;

Yo-:E-c
H 

- 
€

H}
P-9

U()cYo
.- .- a :Y .-? € U U(.)(g:Yri.F

A,JOH€SEET H



Change Registration Sheet

Sheet of acquaintance

Ilb Full name Position Date Signature

3hange

rumber

Name of change
Number of' sheets (Pages) Total

sheets

(after

changes)

Date of
entry

:hanged ;uperseded lew :evoked


