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INTRODUCTION 

The development of a competence model of a graduate becomes an unconditional condition 

for the implementation of the main directions of the Bologna process and a requirement of the 

modern labor market. The competency model of a graduate (bachelor's degree) is designed to 

answer the question of what professional tasks a specialist of a certain rank (position), this or that 

profile should be able to solve. The formation of a modern graduate model that meets the needs of 

stakeholders and all interested parties is the main strategic goal of "Astana IT University" and is 

provided with the necessary resources for the educational process, including personnel, educational 

and methodological, information and material and technical support. The university pursues a 

targeted personnel policy and systematic improvement of the material and technical base of the 

university to ensure the quality of training a graduate - bachelor, in demand in the labor market. 

The normative-legal base of the model of the graduate - bachelor on specialities of the 

University is based on the following documents: 

- The Law of the Republic of Kazakhstan "On Education" № 319-III of July 27, 2007 (as 

amended and supplemented on 11.07.2017). 

- The state program of education development of RK for 2011-2020, approved by the Decree 

of the President of RK № 1118 from 07.12.2011. 

- GMSHE of higher and postgraduate education № 604 from 31. 10. 2018. 

- Rules "Organization of educational process on credit technology of education" (№ 152 from 

20.04.2011 with amendments and additions № 563 from 12. 10. 2018) 

- Typical rules of activity of educational organizations that implement educational programs of 

higher education. Resolution No. 181 of the Government of the Republic of Kazakhstan dated 7 

April 2017. Qualification directory of positions of managers, specialists and other employees, 

approved by Order of the Minister of Labor and Social Protection of the Republic of Kazakhstan 

from May 21, 2012 № 201-p-m as amended on 17.04.2013). 
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1. CYBERSECURITY. DEVELOPMENT AND PROSPECTS. 

 

Cyber security is the practice of protecting computers, servers, mobile devices, electronic 

systems, networks and data from malicious attacks. It is also known as information technology 

security or electronic data protection. The term is used in a variety of contexts, from business to mobile 

computers, and can be divided into several general categories. 

 

Cyber Security Tasks include the following:  

1) Ensuring the protection of information and information objects through network 

communication standards and protocols. 

2) To monitor, analyze, and compare the effectiveness of software and hardware protection of 

information in operating systems and networks. 

3) Carrying out of correctness of work of administration of system and hardware-software 

protection frames. 

4) Carrying out of constant monitoring and the control of security of the information, definition 

of threats, vulnerability, risks in the field of safety of the Internet of things.  

5) Working out, designing and support of means of network safety of the organization. 

6) Assessment of the level of security of computer systems and networks of the organization 

and preparation of accompanying documentation.  

According to the U.S. Bureau of Labor Statistics, employment growth rate in the field of 

information security is projected at 37% in 2012-2022, which is much faster than the average for all 

other professions. Also, according to PwC's Global Economic Crime Survey, cybercrime was ranked 

second in the number of registered economic crimes after misappropriation of assets. Getting caught 

in a cyber attack can be very expensive for an organization. To reduce these risks, the demand for 

cybersecurity experts is increasing. 

In this case, there are five industries that are hungry for cybersecurity professionals:  

- Banking and finance 

- Government 

- Healthcare 

- Production   
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For undergraduate graduates there is a wide range of professions in the field of cybersecurity. 

Here are some of the areas that you can enter after completing your bachelor's degree in cyber security:  

- Information Security Analyst 

For protection of computer networks against cyberattacks, the organisations need analysts of 

information safety which can develop and introduce systems of IT-safety, and also to develop the best 

for all organisation best practices in the field of safety.   

The problem Analytics of information safety consist in the following: 

 

Monitoring of networks of the organisation on presence of infringements of safety and 

investigation of infringements at their occurrence 

Install and use software, such as firewalls and data encryption programs, to protect confidential 

information. 

Preparing reports that document security breaches and the extent of damage caused by breaches 

Perform penetration testing where analysts simulate attacks to find vulnerabilities in their 

systems before they can be exploited 

Study on recent trends in information technology security 

Developing safety standards and best practices for their organization 

- Information Security Tester 

This is a specialist who tests the software to detect errors in its work and to correct them later. 

Information security testing is the practice of testing platforms, services, systems, applications, 

devices and processes for information security vulnerabilities.  

Some responsibilities of the Information Security Tester include: 

- Create new tests to identify vulnerabilities in multiple systems; 

- Use physical security tests and identify areas that need physical protection; 

- Find vulnerabilities in popular, common programs as well as proprietary applications; 

- Identifying the entry point for hackers; 

- Using social engineering to identify improvements in security and education; 

- Improve current hardware and software by implementing better security standards; 

- Information Security Manager; 

The Information Security Management Manager is responsible for monitoring and coordinating 

the management, risk and compliance program. The manager must have expertise in ISO 27001, PCI 
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DSS and NIST 800-53 systems. He must also have practical knowledge of GDPR, SOC 1 / II, COBIT 

and other industry standards and regulations.  

The Manager's tasks include the following:  

- to ensure that security requirements meet business needs, organizational structure, roles 

and responsibilities 

- to measure the effectiveness of the Information Security Management System (ISMS) 

- set objectives and provide monitoring mechanisms  

- identify and report on the effectiveness of security measures and support efforts to 

improve organizational security 

- lead the management team to achieve objectives, assess deployment risks and implement 

strategies to ensure successful programme delivery 

 

2. CONSTITUENT COMPONENTS IN FORMING THE MODEL OF AN 

EDUCATIONAL PROGRAM GRADUATE. 

The key components of forming the model of an educational program alumni include 

information about the goals and objectives of the educational program, objects, types and directions 

of professional activity, specialist competence model (Appendix 1), including descriptors, type of 

competencies in accordance with the educational program, the results of the educational program. 

 

2.1 Objectives of the educational programme:  

 To provide practice-oriented training of highly qualified specialists in the field of cyber 

security of enterprises with general cultural and professional competences in the field of information 

security, as well as to create conditions for continuous professional self-improvement, development 

of social and personal competencies of specialists, expansion of social mobility and competitiveness 

in the labor market. 

 

2.2 Objectives of the Educational Programme:  

To prepare a new competitive generation of technical specialists in radio engineering, 

electronics and telecommunications for the labour market, who are proactive, able to work in a team 

and have high personal and professional competencies;  

integration of educational and scientific activities;  
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establishment of partnership with leading universities of near and far abroad in order to improve 

the quality of education, to support technical and cultural relations;  

expansion of relations with customers of educational services, employers in order to determine 

the quality requirements for the training of specialists, holding courses, seminars, workshops, 

internships, production practices. 

 

2.3 General and professional competences 

General and professional competences as learning outcomes are the knowledge, skills and 

abilities acquired at the end of a discipline or course and reflecting the requirements. 

Shared competencies: 

- To have the necessary knowledge of information technology and cybersecurity, and to 

understand its application in applied areas. 

- Know how to process, analyse and present data and be able to use it to drill down into 

different areas. 

- The ability to analyze subject area requirements and the ability to build or upgrade 

information technology when justifying the results of analysis using research methods and 

simulation tools. 

- Ability to be competent in the choice of methods of ICT and mathematical modeling to solve 

specific engineering problems, the ability to be ready to identify the natural scientific essence of the 

problems arising in the course of professional activity, and the ability to attract the appropriate 

mathematical apparatus for its decision. 

Professional competencies: 

- The ability to find (choose) optimal solutions when creating new products taking into 

account the requirements of quality, cost, deadlines, competitiveness and environmental safety. 

- Understanding of information systems architecture 

- Ability to apply theories and methods of theoretical and applied Cyber Security, systems and 

strategies for managing, managing and using information security standards in the enterprise 

- Ability to solve professional tasks on the basis of history and philosophy of innovations, 

mathematical methods and models for IT innovations management, computer technologies in the 

sphere of information security. 
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- Ability to form and develop communicative skills and competences in the field of 

organization, planning and production management, ability to apply the acquired knowledge to 

comprehend the environmental reality, ability to generalize, analyze, predict when setting goals in 

the professional sphere and choose the ways of their achievement using the scientific methodology 

of research.  

- Ability to develop a plan and program for organizing work on information protection 

- Ability to apply the theory and methods of mathematics to build qualitative and quantitative 

models of objects and processes in the natural sciences, the ability to choose and apply the right 

equipment, tools and research methods to solve problems in the field of cyber security, the ability to 

configure and adjust hardware-software complexes, the ability to interface hardware and software as 

part of information and automated systems. 

2.4 Матрица соотнесения результатов обучения образовательной программы с 

формируемыми компетенциями2.4 Matrix of correlation of educational program results 

with the competences to be formed 

 LО1 LО2 LО3 LО4 LО5 LО6 LО7 LО8 LО9 LО10 LО11 LО12 

ПКPC 

1 
V           V 

ПКPC 

2 

 V    V V      

ПКPC 

3 

 V V V V        

ПКPC 

4 
   V V V V      

ПК 

5PC 5 
   V         

ПКPC 

6 
    V       V 

ПКPC 

7 
     V V     V 

ПКPC 

8 
       V V V V V 

PC 9         V V V V 

 

2.5 Personal qualities of the information security manager  

Analytical skills: the ability to conduct systematic analysis of information; systematize 

information; compare data; abstract information; design the result. 

Diagnostic skills: the ability to structure the received information; to carry out innovative and 



 

ДП-AITU-8 
Модель выпускника «Astana IT University». 

 9 стр. / 12 

 

combined processes connected with the ability of forecasting; to define strategic, tactical and 

operational goals; to formulate and solve professional tasks; to choose, modify and develop new 

working methods; to use positive experience; to make managerial decisions; to diagnose possible 

variants of decisions. 

Verbal and non-verbal skills: the ability to build business relations with colleagues; to 

establish cooperation with partners; to formulate professional tasks; to master oral and written 

speech; to be fluent in European language; to grasp the thought and essence on the fly; to navigate in 

what is already known and what is not yet known; to think strategically and logically anticipate the 

development of events; to solve non-standard problems using original techniques and means; to 

determine what is important in extreme situations. 

Prognostic skills: self-confidence in own actions in accordance with the evaluation of 

everything that happens; manifestation of extroversion and domination as a condition of 

purposefulness, management, modeling of information, energy mobilization, manifestation of 

perseverance, activity, ability to withstand the load, persistence in performing complex tasks. 

Corrective skills: the ability to carry out self-analysis, self-correction; to determine the 

trajectories of self-development and self-education; to comprehend own professional and personal 

capabilities. 
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CONCLUSION 

 

Kazakhstan's market economy is increasingly moving from a natural form of organization to a 

planned one. As a result, cyber security is becoming a leading doctrine of management in business. 

Many companies see organizational "culture as an important regulatory mechanism in the 

organizational environment". In this regard, employers' attitude towards the company's personnel has 

changed. 

However, professional knowledge and experience is not the only requirement for a specialist to 

enter a company. The latter is especially true for young graduates, whose knowledge acquired in 

universities has not been confirmed by experience in solving production or management tasks. The 

lack of such experience dramatically reduces the benefits for young people in hiring and determining 

the cost of their work. The risks for employers are too great. This is on the one hand. On the other 

hand, an important criterion for the successful completion of a job competition is the assessment of 

the personal potential of a young graduate. What is the concept of potential, which is the guarantor of 

investment in the formation of the personnel reserve? What do employers expect from young 

specialists who have just graduated? What can make inexperienced graduates competitive in the eyes 

of employers? 

- The desire to use young energy, activity, openness to new, dynamism? 

- Ability to use young potential at a lower cost 

- Easy integration into the organizational culture of the enterprise 

In spite of all this, a graduate should have a basic knowledge of information technology, 

business etiquette, etc. 

Despite the recognition of the undoubted advantages of young specialists, employers are not in 

a hurry to recruit them to their enterprises. What do young graduates lack besides experience, 

according to their employers? 

- There is no stability or reliability in them. Young graduates, especially those who haven't 

worked at all before, quickly change their first job, considering it to be the first and not the last one, a 

place where they can break at first. This is why employers are not in a hurry to invest money, time, 

effort in those who can quickly leave. 

- Young people lack responsibility. Those who have not had experience before, have no formed 

habit to go to work and perform the assigned tasks, to observe elementary norms of business etiquette. 
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They are focused on themselves, not on business (free time and pastime in general are more important 

than the essence of the company). 

- There is no ability to work for the result (which means to "hold" the goal, find ways to 

overcome obstacles on the way to it, to show independence and perseverance). They do not see the 

relationship between their work and the result (including financial) of the company's activity, they do 

not see how other stages and links of the whole enterprise depend on the work entrusted to them. 

- There is no adequacy in perceiving themselves as an employee: exaggerated expectations both 

in terms of wages and in terms of the evaluation of their work and the nature of the work they want to 

do. 

On the basis of the above, it can be concluded that, in addition to special knowledge, the personal 

qualities of a potential employee (receptivity, dynamism, willingness to learn, readiness to start small) 

are the key points of principle for employers in the question of whether or not to hire a young graduate. 

And even the presence of previous experience, according to employers' answers, is necessary as a 

kind of "social work experience", as an indicator of responsibility and reliability. As for higher 

education, employers regard it as a sign that distinguishes a graduate from those who do not have 

higher education. 

Thus, employers consider a young graduate as a whole as a source of activity, dynamism and 

modern knowledge for the enterprise, on the one hand, and on the other hand, as an alarming 

combination of lower responsibility and higher ambitions. When employers decide whether or not to 

hire a young graduate, they proceed in principle from one of two market advantages: 

Special knowledge for which market demand is high and which cannot be compensated for by 

personal qualities (IT knowledge). Special knowledge makes graduates of certain specialties 

competitive a priori. 

Special personal qualities, which are required in a market economy and which distinguish one 

graduate from a number of his or her classmates (those who have the same knowledge but do not have 

the necessary qualities). These qualities can make their carriers competitive even if they have obtained 

a speciality for which the supply exceeds the demand. 
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ПриложениеAttachment 1 

 

Компетентностная модель выпускника (бакалаврCompetent model of the graduate 

(Bachelor of IT management) 
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